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(57) ABSTRACT 

In a printing method for embedding a pattern signal, which 
represents a predetermined pattern, into color print signals, 
and printing an image, in which the predetermined pattern 
has been embedded, the color print signals are modulated 
such that signal components of the color print signals 
corresponding to a pattern area, into which the pattern is 
embedded, approximately undergo conditional color match- 
ing with signal components of the color print signals cor- 
responding to the other area. Modulated print signals are 
obtained from the modulation, and the printing is performed 
in accordance with the modulated print signals. Various 
kinds of information, such as information for prevention of 
illegal duplication and merchandise control information, can 
thus be embedded with a simple technique into a print. 
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PRINTING METHOD AND APPARATUS tickets, the special printing methods described above is not 

economically viable way to protect copyrights. Also there 

BACKGROUND OF THE INVENTION are few other countermeasures for prevention of illegal 

1. Field of the Invention _ du P^ c ^ on - , . . p , 

__. . . 1 . . ... • j . 5 In the cases of printing of merchandise packages, it is 

THis ; mvemioa relates to a printing method and apparatus Qec fof merchandise control mformation for quMty 

for embedding predetermined pattern signal into color print and j^bution to be printed. Tte merchandise control 

signals, and prating an mage in which the predetermined mfomation indlldes tne date of production> a lot nuin b e r, a 

pattern has been embedded. This invention also relates to a rf ^ ^ ^ Ordinarily, the merchandise control 

pattern read-out method and apparatus for readmg out the 10 mformation ^ as a character pattera or a bar code , 

embedded pattern from the image having been obtained with Hq fa caseg where ^ merchandise control informa . 

the prating method. THis mvention further relates to a ^ fa rfnted as a character rn of a baf ^ , he 

printing meUiod and apparatus for transforming an image freedom of k desi becQmes constrained Therefore, 

signal, in which deep^ncrypted subsidiary information, has ft fc desjred ^ ^ merchandise control infection can be 

been embedded, into a print signal and performing a print- ]5 as ; r ^jy as 
ing operation in accordance with the pnnt signal. This 

invention still further relates to a recording medium, on SUMMARY OF THE INVENTION 

which a program for causing a computer to execute the . 

printing method or the pattern read-out method has been 5*e-primaiy-*^ 

recorded and from which the computer is capable of reading 20 rja-prmttng-mejthod,. wherein various kinds of information, ~ 

the program. ^such as information for prevention of illegal duplication and ; 

n „ . „ . * > merchandise control information, are capable of being 

2. Description of the Pnor Art , - , , , . ' . t . * ■ , 

r embedded with a simple technique into a pnnt. ,> 

In cases where a photographic original image is to be A . . A r iL , • . . j 

utilized as an original ima|e for printing, the photographic Another object of the present invention is to provide a 

original image is read out with a Scanner, or the like, R, G, 25 P*™ read-out me hod, wherein embedded .formation is 

and B component digital signals are thereby obtained, and rea <! °» l from a P nQt havln S be6D obtamed Wlth the P rmtm S 

* j i . * i c • r i /• • method, 
separated plate signals for printing are formed from the 

digital signals. ^ further object of the present invention is to provide a 

A . . ^ j j i j i c printing method, wherein a print is formed from an image 

As color components of the separated plate signals, four y . A & . «. ' ^ , , ... , & 

. f . /^rw . rtjrx 11 aa 30 signal, in which deep-encrypted subsidiary information has 

color components, i.e., cyan (Q, magenta (M), yellow (Y), , & , . r\u **u * * a- u a- 

■ . i iL . i • • »• J been embedded, such that the printed image has good image 

which are the three primary colors in ordinary printing, and r# - tU 9 . ... . J. . 6 6 , . . .? 

T ^ r j *• r u * « u j quality and the subsidiary mformation is appended to the 

K for reproduction of a character pattern or a shadow area ■ ♦ 

of an object, are often utilized. Also, where a color repro- ^^J. 

duction range is wide, or such that a bright image may be @*tffl further object ofthe presentmvention is to provide ^ 

obtained, six color components further containing green (G) 35 <^an~apparatus for carrying out the printing method, 

and orange (O) inks, or more color components are often Another object of the present invention is to provide an 

utilized. apparatus for carrying out the pattern read-out method. 

When the R, G, and B color signals are transformed into A further object of the present invention is to provide a 

the C, M, Y, and K color signals (or the C, M, Y, G, O, and recording medium, on which a program for causing a 

K color signals), transform parameters are set such that the computer to execute the printing method has been recorded 

original image can be reproduced. In such cases, various and from which the computer is capable of reading the 

parameters for optimizing the addition of, particularly, K are program. 

utilized by considering printing stability, the ink cost, and A still further object of the present invention is to provide 

the like. 45 a recording medium, on which a program for causing a 

Photographic original images and printed matter are valu- computer to execute the pattern read-out method has been 

able as creative works and therefore have copyrights. recorded and from which the computer is capable of reading 

Accordingly, it is necessary to prevent illegal duplication. me program. 

Also, certain kinds of printed matter, such as banknotes, The present invention provides a first printing method, 

securities, and tickets, are realizable and should be pre- 50 wherein a pattern signal, which represents a predetermined 

vented from illegal duplication completely. However, pattern, is embedded into color print signals, and an image, 

recently, color scanners and printers capable of forming in which the predetermined pattern has been embedded, is 

images having good image quality at low costs, widely printed, the method comprising the steps of: 

available, and the duplication technology is advancing rap- j) modulating the color print signals such that portions of 

idly. 55 the color print signals corresponding to a pattern area, 

In order to prevent the illegal duplication described into which the pattern is embedded, undergo condi- 

above, various kinds of special printing methods particularly tional color matching with portions of the color print 

aiming at prevention of forgery of banknotes have hereto- signals corresponding to the non-pattern area, modu- 

fore been utilized. Examples of such special printing meth- lated print signals being obtained from the modulation, 

ods include marking paper with a watermark, embedding a 6 o and 

UV ink or a metal belt into paper, and utilizing micro- ii) printing in accordance with the modulated print sig- 

characters. nals. 

However, the printing methods described above require The term "modulating color print signals such that signal 

special techniques, and limitation is imposed upon print components undergo conditional color matching" as used 

shops capable of performing the special printing methods. 65 herein for the first printing method the means that the color 

Also, the cost of special printing methods described above print signals are modulated such that the color of the pattern 

are high. Therefore, for certain lowcost items such as cheap area and the color of the non -pattern area are perceived as 
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being identical under an ordinary viewing illuminaat and arc iii) embedding the subsidiary information into the print 

perceived as being different under a specific viewing ilhi- signal with a technique different from the predeter- 

minant. In other words, conditions are set such that the mined deep encryption technique, 

difference between the color of the pattern area and the color In the second printing method in accordance with the 

of the non-pattern area cannot be perceived under the 5 present invention, the embedding of the subsidiary inform a- 

ordinary viewing illuminant and can be perceived under a tion into the print signal may be performed on the print 

specific viewing illuminant. signal after being obtained from the transform. Alternatively, 

The first printing method in accordance with the present the embedding of the subsidiary information into the print 

invention is preferably modified such that the color print signal may be performed simultaneously with the transform 

signals are composed of C, M, Y, and K color components, 1Q of the separated image signal into the print signal, 

and values of at least the K signal, the four color signals, are The second printing method in accordance with the 

altered such that the signal portions of the color print signals present invention is preferably modified in the manner 

corresponding to the pattern area undergo the conditional described below. Specifically, the print signal is modulated 

color matching with the portions of the color print signals such that signal components of the print signal correspond- 

corresponding to the non-pattern area. ing to a subsidiary information area undergo conditional 

The present invention also provides a pattern read-out 15 color matching with signal components of the print signal 

method for reading out the pattern from the image having corresponding to the non-subsidiary information area, 

been obtained with the first printing method in accordance The term "modulating a print signal such that signal 

with the present invention, wherein the pattern is read out components undergo conditional color matching" as used 

with detection means, which has spectral sensitivity char- herein for the second printing method in accordance with the 

acteristics different from the spectral sensitivity character- 20 present invention means that the print signal is modulated 

istics of the human eyes. such that the color of the subsidiary information area and the 

The present invention further provides a first printing color of the non-subsidiary information area are perceived as 

apparatus, wherein a predetermined pattern signal is embed- being identical under an ordinary viewing illuminant and are 

ded into color print signals, and an image, in which the perceived as different under a specific viewing illuminant. In 

predetermined pattern has been embedded, is printed, the 25 other words, conditions are set such that the difference 

apparatus comprising: between the color of the subsidiary information area and the 

i) modulation means for modulating the color print signals color of the non-subsidiary information area cannot be 
such that portions of the color print signals correspond- perceived under an ordinary viewing illuminant and can be 
ing to a pattern area, into which the pattern is perceived under a specific viewing illuminant. 
embedded, undergo conditional color matching with 30 Also, the second printing method in accordance with the 
portions of the color print signals corresponding to the present invention is preferably modified such that the print 
non-pattern area, modulated print signals being signal is composed of C, M, Y, and K color components, and 
obtained from the modulation, and values of at least the K components are altered such that the 

ii) printing means for printing in accordance with the portions of the print signal corresponding to the subsidiary 
modulated print signals. 35 information area, into which the subsidiary information is 

The first printing apparatus in accordance with the present embedded, undergo the conditional color matching with the 
invention is preferably modified such that the color print portions of the print signal corresponding to the non- 
signal is composed of C, M, Y, and K four color components subsidiary information area. 

and the modulation means alters values of at least the K The present invention still further provides a second 

components such that the portions of the color print signals 40 printing apparatus, wherein an image signal, into which 

corresponding to the pattern area undergo the conditional subsidiary information having been deep-encrypted with a 

color matching with the portions of the color print signals predetermined deep encryption technique has been 

corresponding to the non-pattern area. embedded, is transformed into a print signal, and printing is 

The present invention still further provides a pattern performed in accordance with the print signal, the apparatus 

read-out apparatus for reading out the pattern from the 45 comprising: 

image having been obtained with the first printing apparatus i) separation means for separating the subsidiary infor- 

in accordance with the present invention, the apparatus mation from the image signal, a separated image signal 

comprising detection means, which has spectral sensitivity free from the subsidiary information being obtained 

characteristics different from the spectral sensitivity charac- ■ from the separation, 

teristics of the human eyes. 50 ii) transform means for transforming the separated image 

The present invention also provides a recording medium, signal into the print signal, and 

on which a program for causing a computer to execute the Hi) embedding means for embedding the subsidiary infor- 

first printing method or the pattern read-out method in mation into the print signal with a technique different 

accordance with the present invention has been recorded and from the predetermined deep encryption technique, 

from which the computer is capable of reading the program. 55 The second printing apparatus in accordance with the 

The present invention further provides a second printing present invention is preferably modified such that the 

method, wherein an image signal, into which subsidiary embedding means modulates the print signal such that 

information having been deep-encrypted with a predeter- portions of the print signal corresponding to a subsidiary 

mined deep encryption technique has been embedded, is information area, into which the subsidiary information is 

transformed into a print signal, and printing is performed in 60 embedded, undergo conditional color matching with por- 

accordance with the print signal, the method comprising the tions of the print signal corresponding to the other area, 

steps of: where the print signal, into which the subsidiary information 

i) separating the subsidiary information from the image has been embedded, is obtained from the modulation, 
signal, a separated image signal free from the subsid- Also, the second printing apparatus in accordance with 
iary information being obtained from the separation, 65 the present invention is preferably modified such that the 

ii) transforming the separated image signal into the print print signal is composed of C, M, Y, and K color 
signal, and components, and 
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the embedding means alters values of at least the K area and the color of the non-subsidiary information area are 

components such that the signal components of the perceived as being identical. When the print is seen under a 

print signal corresponding to the subsidiary informa- specific viewing illuminant, the colors are perceived as 

tion area, into which the subsidiary information is being different. Therefore, conditions for the conditional 

embedded, undergo the conditional color matching 5 color matching may be set such that the difference between 

with the portions of the print signal corresponding to the color of the subsidiary information area and the color of 

the non-subsidiary information area. the non-subsidiary information area cannot be perceived 

The present invention also provides a recording medium, under the ordinary viewing illuminant. In this manner, the 

on which a program for causing a computer to execute the subsidiary information can be embedded in the print such 

second printing method in accordance with the present 10 that the subsidiary information cannot be perceived easily, 

invention has been recorded and from which the computer is Accordingly, in cases where the subsidiary information is 

capable of reading the program. the information concerning the copyright of the print, the 

With the first printing method and apparatus in accor- copyright information can be embedded in the print such 

dance with the present invention, the color print signals are that it cannot be perceived by illegal users. The copyright 

modulated such that the portions of the color print signals is information of the print can be obtained by reading the 

corresponding to the pattern area, into which the pattern is subsidiary information under a specific viewing illuminant, 

embedded, undergo conditional color matching with the In this manner, the origin of the print, and the like, can be 

portions of the color print signals corresponding to the confirmed, 
non-pattern area. Therefore, when the print is seen under a 

an ordinary viewing illuminant, the color of the pattern area 20 BRIEF DESCRIPTION OF THE DRAWINGS 

and the color of the non-pattern area are perceived as being FIG. 1 is a block diagram showing a first embodiment of 

identical. When the print is seen under a specific viewing the printhg apparatus in accordance with the present 

illuminant, they are perceived as being different. invention 

In this manner, the information for preventing illegal . „ . , 

, .. , , , , u a- * i ^ FIG. 2 is a block diagram showing pattern embedding and 

duplication described above and the merchandise control 25 means 

information can be embedded in the print such that the ans orm means > 

information cannot be perceived easily. FIG - ? is a flow cnarl lowing how processing is per- 

For example, where copyright materials are concerned, an formed in the first embodiment, 

originating information can be embedded in the print such FIG. 4 is a block diagram showing a subsidiary informa- 

that it cannot be perceived by illegal users. The information 30 tion embedding apparatus for obtaining an image signal to 

of the print can be obtained by reading the pattern under a be utilized in a second embodiment of the printing apparatus 

specific viewing illuminant to confirm the origin of the print, in accordance with the present invention, 

and the like. Also for example, where merchandise packag- FIG. 5 is a block diagram showing the second embodi- 

ing is concerned the merchandise control information, such ment of the printing apparatus in accordance with the 

as a bar code, can be embedded to be perceptible under an 35 present invention, and 

ordinary viewing illuminant. Therefore, no limitation is F[G 6 is a fl J w char( showing how processing is per- 

imposed upon the design of the merchandise package, and formed in ^ second embodimen t. 

the like, and designing can be performed freely. 

With the second printing method and apparatus in accor- DESCRIPTION OF THE PREFERRED 

dance with the present invention, the subsidiary information 40 EMBODIMENTS 

is separated from the image signal, where in the subsidiary ^ . . . . , , , - , . 

. c t . . . j \ A -.u,u A , The present invention will hereinbelow be described in 

information has been deep -encrypted with the predeter- _ iL \ A .. . iL r A A , , 

. . L- Tn. *j* further detail with reference to the accompanying drawings, 

mined deep encryption technique. The separated image r J * °v 

signal is transformed into a print signal, and the subsidiary FIG - 1 * a block ^ff™ showin g a first embodiment of 
information is embedded into the print signal with a tech- 45 ^ P rintin S apparatus in accordance with the present inven- 
nique different from the predetermined deep encryption tion - Wllh reference t0 FIG the printing apparatus corn- 
technique prises image read-out means 1, such as a scanner, for reading 
Therefore, the subsidiary information appears as noise in oul a Photographic original image G and obtaining image 
the print where the image before separation, is directly signals SO^which are composed of R, G, and B color image 
transformed into the print signal. By separating the image so signals. The printing apparatus also comprises pattern genj 
signal as described, a printed image having good image C eratin g means 2 for generating a pattern, whicfifc to be^ 
quality can be obtained. " embedded in a print; as a bit pattenTR The printing apparatus 

Also, if the subsidiary information is merely separated r^ er comprises pattern embedding and transform means 3- 
from the image signal so as to eliminate noise, the subsidiary ^ for embedding the bit pattern P into the image signals SO, 
information becomes removed from the print obtained from 55 transforming theimage .signals SO into C, M, Y, and K image 
the printing and cannot be appended to the print. .signals, and -obtaining/print image, signals SI, which are 
Further, with the second printing method and apparatus in composed of C, M, Y, and K color ^image-signals and-into. 
accordance with the present invention, wherein the print which the bit pattern P has been embedded. The -printing 
signal is modulated such that the signal components of the .apparatus^till further comprises printing means 4 for print- - 
print signal corresponding to the subsidiary information 60 mg on paper m accordance with the prmt image signals SI 
area, into which the subsidiary information is embedded, The pattern generating means 2 generates the pattern, 
undergo conditional color matching with the signal compo- which is to be embedded, as a bit pattern P, and feeds a 
nents of the print signal corresponding to the non-subsidiary modulation signal, which represents the bit pattern P, into 
information area, the advantages described below can be the pattern embedding and transform means 3. 
obtained. 65 Examples of the pattern to be embedded include a char- 
Specifically, when the print is seen under an ordinary acter pattern or a logo representing the copyright of the 
viewing illuminant, the color of the subsidiary information photographic original image G. The character pattern, 
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Lab {CMYK(RGB) } -Lab { CM ' VK ( (RGB)} 



15 



maybe encrypted. Also, in cases where the print is a mer- 
chandise package, the bit pattern P may be merchandise 
control information, such as bar code. 

The pattern embedding and transform means 3 transforms 
the RGB image signals SO into the CMYK print image 
signals SI. The transform characteristics for the transform 
are modulated in accordance with the bit pattern P. In this 
manner, the bit pattern P is embedded into the print image 
signals SI. FIG. 2 is a block diagram showing the pattern 
embedding and transform means 3. If pattern P is binary, the 
pattern embedding and transform means 3 operates in the 
manner described below. 

With reference to FIG. 2, a switch 6 selects whether the 
transform of a pixel value of a certain pixel in the image, 
which is represented by the image signals SO, from RGB 
into CMYK is to be performed with a color transform 
look-up table LUT1 or a color transform look-up table 
LUT2. The selection is made by changing over the switch 6 
in accordance with whether the value of the bit pattern P 
corresponding to the pixel to be transformed is 1 or 0. In 20 
cases where the value of the bit pattern P is 0, the switch 6 
selects the color transform look-up table LUT1. If the value 
of the bit pattern P is 1, the switch 6 selects the color 
transform look-up table LUT2. 

The color transform look-up tables LUT1 and LUT2 are 
formed by CMYK transform LUT forming means 7. From 
the transform performed with the color transform look-up 
table LUT1, signals S2(CMYK) are obtained. From the 
transform performed with the color transform look-up table 
LUT2, signals S2'(C'MY , K) are obtained. The signals 
S2(CMYK) and the signals S^CM'YK*) have the relation- 
ship represented by Formula (1) shown below. 



25 



(1) 



35 



in which Lab{} represents the function giving CIE colori- 
metric values of the printed color corresponding to the 
CMYK signals, and CMYK( ) represents the transform 
formula for the transform of the RGB signals into the 
CMYK signals. 

CMYK and C'MY'K' constitute a signal pair giving 
identical colorirnetric values, i.e. conditional color matching 
pair, which has been calculated by the CMYK transform 
LUT forming means 7 from the same printed color repro- 
duction characteristics description data K. Therefore, even 
though signals S2 and S2' are different from each other, can 
yield colors, which are perceived as being identical, on the 
print obtained from the printing means 4. 

To summarize the pixel values of the pixels in the image 
represented by the image signals SO, in which pixels corre- 
spond to the area of the bit pattern P, are transformed with 
the color transform - look-up table LUT2. Also, the pixel 
values of the pixels in the image represented by the image 
signals SO, in which pixels correspond to the area other than 
the bit pattern P, are transformed with the color transform 
look-up table LUTl. In this manner, the signals S2' and the 
signals S2 are obtained. The print image signals SI are 
formed from the signals S2 1 and the signals S2, and the 
printing is performed by the printing means 4 in accordance 
with the print image signals SI. On the thus obtained print, 
the embedded pattern is ordinarily imperceptible with the 
human eyes. 

Table 1 below shows examples of combinations of 
CMYK signals having the relationship of the conditional 
color matching described above, in which combinations 
have been calculated from color reproduction characteristics 
in a four- color offset printing machine. The combinations 



50 



55 



shown in Table 1 have been calculated such that the colors 
match with one another under a standard viewing illuminant 
of a color temperature of 5000 K. The combinations of 
CMYK signals having the relationship of the conditional 
color matching are not limited to those shown in Table 1, and 
various other combinations may be employed. 

TABLE 1 





C 


M 


Y 


K 


L 


a 


b 


Data A 


59 


47 


46 


0 


50 


0 


0 


Data B 


53 


43 


40 


10 


50 


0 


0 


Data C 


32 


27 


24 


40 


50 


0 


0 



When the color transform look-up tables LUTl and LUT2 
are formed by the CMYK transform LUT forming means 7, 
a modulation intensity parameter H may be specified. In this 
manner, the intensity of modulation of the embedded bit 
pattern P can be altered. 

For example, in cases where data A shown in Table 1 
above is employed as the CMYK signals and data B shown 
in Table 1 above is employed as the C'MY'K' signals, the 
intensity of modulation of the bit pattern P is comparatively 
low. Therefore, in such cases, even if the viewing illuminant 
changes slightly, the bit pattern P cannot be perceived easily. 
Such setting is appropriate for applications, in which impor- 
tance is attached to imperceptibility. 

In cases where the data A shown in Table 1 above is 
employed as the CMYK signals and data C shown in Table 
1 above is employed as the C'MY'K' signals, the intensity of 
modulation of the bit pattern P becomes comparatively high. 
Therefore, in such cases, the embedded bit pattern P cannot 
be perceived under the standard viewing illuminant and can 
be detected easily under a different viewing illuminant. Such 
setting is appropriate for applications, in which importance 
is attached to detectability. 

In cases where the bit pattern P is a multi- valued pattern, 
the bit values of the bit pattern P may be utilized as the 
modulation intensity. In such cases, the signal representing 
the bit pattern P is fed as the modulation intensity parameter 
H into the CMYK transform LUT forming means 7. In cases 
where the value of the bit pattern P is large, the data, which 
is among the conditional color matching combinations and 
which contains a large K value, is selected. In cases where 
the value of the bit pattern P is small, the data, which is 
among the conditional color matching combinations and 
which contains a small K value, is selected. In this manner, 
the pattern having gradation in accordance with the bit 
pattern P can be embedded. 

The first embodiment of the printing apparatus in accor- 
dance with the present invention operates will be described 
hereinbelow. FIG. 3 is a flow chart showing the processing 
steps performed in the first embodiment. Firstly, in step SI, 
the photographic original image G is read out by the image 
read-out means 1, and the RGB image signals SO are 
acquired. In step S2, the bit pattern P to be embedded is 
generated by the pattern generating means 2. In step S3, the 
image signals SO and the signal representing the bit pattern 
P are fed into the pattern embedding and transform means 3. 
In step S4, the color transform look-up tables LUTl and 
LUT2 are formed by the CMYK transform LUT forming 
means 7 of the pattern embedding transform means 3 and in 
accordance with the bit pattern P and the modulation inten- 
sity parameter H. 

In a step S5, the image signals SO are transformed in 
accordance with the bit pattern P. Specifically, the pixel 
values of the pixels in the image represented by the image 
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signals SO corresponding to the area of the bit pattern P, are FIG. 4 is a block diagram showing an embedding appa- 

transformed with the color transform look-up table LUT2 ratus for embedding the subsidiary information into the 

into the image signals S2 , (CM , Y , K I ). On the other hand, the image signals utilized in the second embodiment. As illus- 

pixel values of the pixels corresponding to the area other trated in FIG. 4, the embedding apparatus comprises the 

than the bit pattern P are transformed with the color trans- 5 image read-out means 1 for reading out the photographic 

form look-up table LUT1 into the image signals original image G and obtaining the image signals SO(RGB) 

S2(CMYK). m me same manner as that in the aforesaid first embodiment. 

In a step S6, the print image signals Sl(CMYK) repre- ^ embedding a p para tus also comprises subsidiary infor- 

senung the image, in which the bit pattern P has been matk)0 encrating means 10 for generating the subsidiary 

embedded, are formed from i the image signals . S2 and the information F to be embedded into the image signals SO. The 

image signals S2. In a step S7, the print image signals SI are , r • L j j* 

e a \- * ,u a n Zt „ embedding apparatus further comprises embedding means 

fed into the printing means 4, and a visible image repre- ^ . , & " . . . •.• • r ± . J* . , 

sented by the print image signals SI is printed on paper. * for deep-encrypting the subsidiary information F, embed- 

The thus obtained print has the characteristics described din S thc deep-encrypted subsidiary information F into the 

below. Specifically, when the print is seen under an ordinary ma 8 e sl S nals S0 > and ob ^ in g the image signals 

viewing illuminant, the embedded pattern cannot be per- 15 s0 '» mto which thc subsidiary information F has been 

ceived. However, the embedded pattern can be read out and embedded. 

detected with a read-out apparatus having spectral sensitiv- As a technique for deep-encrypting the subsidiary infor- 

ity characteristics different from the spectral sensitivity mation F and embedding it into the image signals SO, which 

characteristics of the human eyes. Such apparatuses include may be employed in the embedding means 11, techniques 

an apparatus utilizing a three -wavelength type fluorescent 20 described in, for example, Japanese Unexamined Patent 

lamp as the reading illuminant and detecting an image with Publication Nos. 8(1996)-289159, 9(1997)-214636, and 

a CCD image sensor, an apparatus utilizing an LED 10(1 998)- 108 180 are known. With the known techniques, 

illuminant, a scanner utilizing a sensor having sensitivity to certification information or copyright information is embed- 

the infrared region, or the like. ded into a redundant part of a signal, such that the embedded 

With the embodiment described above, in the step S5 the 25 information cannot be confirmed with mere reproduction of 

image signals SO(RGB) are modulated such that the pixels the image signal. However, it can be read out and, for 

corresponding to the bit pattern P, undergo conditional color example, displayed by utilizing an apparatus or software 

matching with the pixels corresponding to the non-bit pat- functions for reading out the information. The deep encryp- 

tern area. Therefore, when the print is seen under a certain tion techniques are described in various literatures (e.g., 

viewing illuminant, the color of the pattern area and the 30 "Electronic Watermark" by Kishio Matsui, O plus E, No. 

color of the other area are perceived being identical. When 213. August 1997). 

the print is seen under a specific viewing illuminant, the Deep encryption techniques of various types, such as a 

color of the pattern area is perceived as being different from pixel space utilization type, a quantization error utilization 

the color of the non-pattern area. As a result, the information type, and frequency domain utilization type, are known, 

for preventing illegal duplication and the merchandise con- 35 With the pixel space utilization type of deep encryption 

trol information can be embedded in the print such that the technique, a plane of, e.g., 3x3 pixels in the vicinity of a 

information cannot be perceived easily. certain pixel is taken out, and subsidiary information is 

Accordingly, in cases where the pattern P is the informa- embedded into peripheral 8 bits, 

tion concerning the copyright of the print, the copyright With the quantization error utilization type of deep 

information can be embedded in the print such that it cannot 40 encryption technique, quantization error occurring in the 

be perceived by illegal users. Also, the copyright informa- process of image signal compression is taken into 

tion of the print can be obtained by reading the pattern P consideration, a quantization output is controlled to even 

under a specific viewing illuminant. In this manoer, the numbers and odd numbers with 0 and 1 of the bit string of 

origin of the print, and the like, can be confirmed. the subsidiary information, and the subsidiary information is 

Further, for merchandise packaging the merchandise con- 45 embedded as apparent quantization noise into the image 

trol information, such as a bar code, is not perceptible under signal. The quantization error utilization type of deep 

an ordinary viewing illuminant. Therefore, no limitation is encryption technique is described in detail in "Image Deep 

imposed upon the design of the merchandise package, and Cryptogragh" by Kishio Matsui, Morikita Publishing Co., 

the like, and designing can be performed freely 1993. 

A second embodiment of the first printing apparatus in so With the frequency domain utilization type of deep 
accordance with the present invention will be described encryption technique, subsidiary information is embedded 
hereinbelow. In the second embodiment, subsidiary -infor-—^ - into visually insensible frequency domain on an image 
mation F, such. as. copyright, information or merchandise —domain. For example, high frequency components in an 
control information, is deep-encrypted and embedded as the image represent a visually insensible domain. Therefore, an 
so-called "electronic watermark— into image signals SO. In 55 image signal is decomposed into a plurality of different 
this manner, image signals SO', into which the subsidiary frequency bands, the subsidiary information is embedded 
information F has been embedded, are obtained. When the into the high frequency band, and an image signal is 
printing is to be performed in accordance with the image reconstructed. In this manner, the subsidiary information can 
signals SO', the subsidiary information F is read out from the be embedded. Also, ordinarily, the human visual character- 
image signals SO'. The subsidiary information F is then 60 istics are such that the gradation discriminating capability 
embedded as a bit pattern into the image signals SO 1 , and the with respect to color difference or saturation information is 
transform into CMYK is performed. In this manner, print lower than the gradation discriminating capability with 
image signals Sl'(CMYK) are obtained. (The second respect to luminance information. A region allowing in vis- 
embodiment of the first printing apparatus in accordance ibte recording is present at part of the difference between the 
with the present invention embraces an embodiment of the 65 luminance information and the color difference or saturation 
second printing apparatus in accordance with the present information. Therefore, the subsidiary information can be 
invention.) embedded in such a region. 
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Examples of other deep encryption techniques include a print image signals Sl'(CMYK) representing the image, in 

technique for embedding subsidiary information into a bit which the subsidiary information F has been embedded, are 

plane of a low signal-to-noise ratio in an image by mixing formed from the image signals S2 1 and the image signals S2. 

it with redundancy of noise, a technique for embedding I Q a ste P S1S>, the P^nt image signals SI' are fed into the 

subsidiary information into redundancy of information 5 printing means 4, and a visible image represented by the 

change in a pixel block (space) of a predetermined range, P rint ima g e si S nals S1 ' is printed on paper, 

and a technique for embedding subsidiary information into W llh Jf* ^ con ^ embodiment described above, in the step 

quantization error occurring in cases where the amount of of transforxniii| ima^c signals SO'(RGB) ^to the print 

information degenerates due to encoding for signal com- ^ s f ^ nals ^^T^' * C unagC ?? GB 

" io mocra l atec * sucn mat "*e V^sis corresponding to the subsid- 

^ >rC ^?i? n l • iiij- l • .t. j LJ . iary information F to be embedded, undergo conditional 

HG. 5 is a block diagram showing the second embodi- matchin ^ ^ ^ ^ 6 £ t0 the non . 

ment of the printing apparatus in accordance with the su5sidiary informa Uon area. Therefore, when the print is 
present invention. With reference to FIG. 5, the printing secn m ordinary viewing illuminant, the color of the 
apparatus comprises subsidiary information read-out means subsidiary information area and the color of the non- 
12 for reading out the subsidiary information F from the 15 subsidiary information area are perceived as being identical, 
image signals SO', which have been obtained from the When the print is seen under a specific viewing illuminant, 
embedding apparatus shown in FIG. 4, and obtaining the the colors are perceived as being different. Therefore, the 
subsidiary information F and image signals SO", which is embedded subsidiary information F cannot be perceived 
free of subsidiary information F. The printing apparatus also under an ordinary viewing illuminant and can be perceived 
comprises the pattern embedding and transform means 3 for 20 under only under a specific viewing illuminant. As a result, 
embedding the subsidiary information F as a bit pattern into the information foi preventing illegal duplication and the 
the image signals SO", transforming the image signals SO" merchandise control information can be embedded in the 
into C, M, Y, and K image signals, and obtaining the print print such that the information cannot be perceived easily, 
image signals SI', which are composed of C, M, Y, and K Also, the image signals SO' contain the subsidiary infor- 
color image signals and into which the subsidiary informa- 25 mation F embedded therein. Therefore, if a visible image is 
tion F has been embedded. The printing apparatus further printed in accordance with the image signals SO', the sub- 
comp rises the printing means 4 for printing on paper in sidiary information F will appear as noise in the printed 
accordance with the print image signals ST. image, and the image quality of the printed image is not 

In the same manner as the first embodiment described good. However, with the second embodiment described 

above, the pattern embedding and transform means 3 30 above, the subsidiary information F is separated from the 

embeds the subsidiary information F as the bit pattern into image signals SO', and the image signals SO" free from the 

the image signals SO" and obtains the print image signals subsidiary information F are thereby obtained. Thereafter, 

SI'. the subsidiary information F is embedded as the bit pattern 

The operation of the second embodiment of the printing into the image signals SO", and the transform into the print 

apparatus in accordance with the present invention will be 35 image signals SI' is performed. Therefore, the subsidiary 

described hereinbelow. FIG. 6 is a flow chart showing how information F does not appear as noise in the printed image, 

processing is performed in the second embodiment. Firstly, and the printed image having good image quality can be 

in a step Sll, the photographic original image G is read out obtained. 

by the image read-out means 1, and the RGB image signals In the first and second embodiments described above, the 

SO are acquired. In a step S12, the subsidiary information F 40 printing is performed with the C, M, Y, and K colors. In an 

is generated by the subsidiary information generating means alternative orange (O) and green (G) can be added and the 

10. In a step S13, the subsidiary information F is deep- printing can be performed with the C, M, Y, G, O, K colors, 

encrypted and embedded into the image signals SO by the The bit pattern P (or the subsidiary information F) can be 

embedding means 11, and the image signals SO', into which embedded in the same manner as that described above. In 

the subsidiary information F has been embedded, are 45 such cases, the conditional color matching can be effected 

obtained. by, for example, altering the ratio of CY to G, or altering the 

Thereafter, in a step S14, in the printing apparatus, the ratio of MY to O. The conditional color matching can be also 

image signals SO' are fed into the subsidiary information effected by altering the K value as shown in Table 1 above, 

read-out means 12 to separate the subsidiary information F In the second embodiment described above, the subsid- 

and the image signals SO" 50 iary information F is set as the bit pattern. Also, the bit 

In a step S15, the subsidiary information F and the image pattern area and the non-pattern area are subjected to the 

signals SO" are fed into the pattern embedding and transform conditional color matching, and the bit pattern is thereby 

means 3. In a step S16, the color transform look-up tables embedded into the print image signals SI'. Alternatively, the 

LUT1 and LUT2 are formed by the CMYK transform LUT subsidiary information F may be embedded as an electronic 

forming means 7 of the pattern embedding and transform 55 watermark into the printing paper. As another alternative, the 

means 3 and in accordance with the subsidiary information subsidiary information F may be printed with an UV ink. In 

F and the modulation intensity parameter H. In a step S17, such cases, the subsidiary information F can be perceived 

the image signals SO" are transformed in accordance with when it is exposed to ultraviolet light. As a further 

the subsidiary information F Specifically, the pixel values of alternative, the subsidiary information F may be printed 00 

the pixels in the image represented by the image signals so a metal belt and may thereby be embedded in the print. As 

SO" corresponding to the area of the subsidiary information a still further alternative, the subsidiary information F may 

F are transformed with the color transform look-up table be embedded as a micro-character. As another alternative, 

LUT2 into the image signals S2 , (CMY'K'). Also, the pixel the subsidiary information F may be embedded into a header 

values of the pixels in the image represented by the image area of the print image signals SI', 

signals SO" corresponding to the non -subsidiary information 65 What is claimed is: 

F, are transformed with the color transform look-up table 1. A printing method, wherein a pattern signal, which 

LUT1 into the image signals S2(CMYK). In a step S18, the represents a predetermined pattern, is embedded into color 



06/28/2004, EAST Version: 1.4,1 



US 6,239,818 Bl 

13 14 

print signals, and an image, in which the predetermined ratus as defined in claim 5, the pattern is read-out apparatus 

pattern has been embedded, is printed, the method compris- comprising detection means, which has spectral sensitivity 

ing the steps of: characteristics different from the spectral sensitivity charac- 

i) modulating the color print signals such that signal teristics of the human eyes such that said detection means 
components of the color print signals corresponding to 5 detects patterns in said image that is not detectable by the 
a pattern area, into which the pattern is embedded, human eyes. 

undergo conditional color matching with signal com- a recording medium, on which a program for causing 

ponents of the color print signals corresponding to a a compu ter to execute a printing method has been recorded 

non-pattern area, and and from which mc comput er is capable of reading the 

ii) printing in accordance with said modulated print 10 program, the printing method comprising embedding a 
signals. pattern signal, which represents a predetermined pattern, 

2. A printing method as defined m claim 1 wherein the in to color print signals, and printing an image, in which the 
color print signals are composed of C, M,Y, and K four color prcdetcrmmed pattern has been embedded, 

signals, and , . , . , 

values of at least the K signal, which is among said four „ ^ here ? ^ P ro f am COm P nses ^occdurcs of: 
color signals, are altered such that the signal compo- 0 modulating the color print signals such that signal 
nents of the color print signals corresponding to said components of the color pnnt signals corresponding to 
pattern area, into which the pattern is embedded, a P attern area > «*> which the P attera » embedded, 
undergo the conditional color matching with the signal under S° conditional color matching with signal corn- 
components of the color print signals corresponding to on ponents of the color pnnt signals corresponding to a 
said non-pattern area. non-pattern area, modulated print signals being 

3. A pattern read-out method for reading out the pattern obtained from the modulation, and 

from the image having been obtained with a printing method ii) performing the printing in accordance with said modu- 

as defined in claim 1 wherein the pattern is read out with lated print signals. 

detection means, which has spectral sensitivity characteris- 9. A recording medium as defined in claim 8 wherein the 

tics different from the spectral sensitivity characteristics of color print signals are composed of C, M, Y, and K four color 

the human eyes such that said detection means detects signals, and 

patterns in said image that is not detectable by the human the procedure for obtaining said modulated print signals is 

eyes. a procedure for altering values of at least the K signal, 

4. A recording medium, on which a program for causing 3Q which is among said four color signals, such that the 
a computer to execute a pattern read-out method has been signal components of the color print signals corre- 
recorded and from which the computer is capable of reading sponding to said pattern area, into which the pattern is 
the program, the pattern read-out method comprising read- embedded, undergo the conditional color matching 
ing out the pattern from the image having been obtained with with the signal components of the color print signals 
a printing method as defined in claim 1, 35 corresponding to said a non-pattem area. 

wherein the program comprises the procedure of reading 10. A printing method, wherein an image signal, into 

out the pattern with detection means, which has spec- which subsidiary information having been deep -encrypted 

tral sensitivity characteristics different from the spec- with a predetermined deep encryption technique has been 

tral sensitivity characteristics of the human eyes such embedded, is transformed into a print signal, and printing is 

that said detection means detects patterns in said image 4Q performed in accordance with the print signal, the method 

that is not detectable by the human eyes. comprising the steps of: 

5. A printing apparatus, wherein a pattern signal, which i) separating the subsidiary information from the image 
represents a predetermined pattern, is embedded into color signal, a separated image signal free from the subsid- 
print signals, and an image, in which the predetermined iary information being obtained from the separation, 
pattern has been embedded, is printed, the apparatus com- 45 ii) transforming said separated image signal into the print 
prising: signal, and 

i) modulation means for modulating the color print signals hi) embedding the subsidiary information into the print 
such that signal components of the color print signals signal with a technique different from the predeter- 
corresponding to a pattern area, into which the pattern mined deep encryption technique. 

is embedded, undergo conditional color matching with 50 11. A printing method as defined in claim 10 wherein the 

signal components of the color print signals corre- print signal is modulated such that signal components of the 

sponding to the non-pattem area, modulated print sig- print signal corresponding to a subsidiary information area, 

nals being obtained from the modulation, and into which the subsidiary information is embedded, undergo 

ii) printing means for performing the printing in accor- conditional color matching with signal components of the 
dance with said modulated print signals. 55 print signal corresponding to a non-subsidiary information 

6. A printing apparatus as defined in claim 5 wherein the area. 

color print signals are composed of C, M, Y, and K four color 12. A printing method as defined in claim 11 wherein the 

signals, and print signal is composed of C, M, Y, and K color signals, and 

said modulation means alters values of at least the K values of at least the K signal, which is among said four 

signal, which is among said four color signals, such that so color signals, are altered such that the signal compo- 

the signal components of the color print signals corre- nents of the print signal corresponding to said subsid- 

sponding to said pattern area, into which the pattern is iary information area, into which the subsidiary infor- 

embedded, approximately undergo the conditional mation is embedded, undergo the conditional color 

color matching with the signal components of the color matching with the signal components of the print signal 

print signals corresponding to said non-pattem area. 65 corresponding to said non-subsidiary information area. 

7. A pattern read-out apparatus for reading out the pattern 13. A printing apparatus, wherein an image signal, into 
from the image having been obtained with a printing appa- which subsidiary information having been deep -encrypted 
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with a predetermined deep encryption technique has been 
embedded, is transformed into a print signal, and printing is 
performed in accordance with the print signal, the apparatus 
comprising: 

i) separation means for separating the subsidiary infor- 5 
mation from the image signal, a separated image signal 
free from the subsidiary information being obtained 
from the separation, 

ii) transform means for transforming said separated image 
signal into the print signal, and 10 

iii) embedding means for embedding the subsidiary infor- 
mation into the print signal with a technique different 
from the predetermined deep encryption technique. 

14. A printing apparatus as defined in claim 13 wherein 
said embedding means modulates the print signal such that 15 
signal components of the print signal corresponding to a 
subsidiary information area, into which the subsidiary infor- 
mation is embedded, undergo conditional color matching 
with signal components of the print signal corresponding to 

a non-subsidiary information. 20 

15. A printing apparatus as defined in claim 14 wherein 
the print signal is composed of C, M, Y, and K four color 
signals, and 

said embedding means alters values of at least the K 
signal, which is among said four color signals, such that 
the signal components of the print signal corresponding 
to said subsidiary information area, into which the 
subsidiary information is embedded, undergo the con- 
ditional color matching with the signal components of 3Q 
the print signal corresponding to said non-subsidiary 
information area. 

16. A recording medium, on which a program for causing 
a computer to execute a printing method has been recorded 
and from which the computer is capable of reading the ^ 
program, the printing method comprising transforming an 
image signal, into which subsidiary information having been 
deep-encrypted with a predetermined deep encryption tech- 
nique has been embedded, into a print signal, and perform- 
ing printing in accordance with the print signal, ^ 

wherein the program comprises the procedures of: 

i) separating the subsidiary information from the image 
signal, a separated image signal free from the subsid- 
iary information being obtained from the separation, 

ii) transforming said separated image signal into the print 45 
signal, and 

iii) embedding the subsidiary information into the print 
signal with a technique different from the predeter- 
mined deep encryption technique. 

17. A recording medium as defined in claim 16 wherein 50 
the procedure for embedding the subsidiary informajion into 
the print signal is~aprocedure for modulating the print signal 
such that signal components of the print signal correspond- 
ing to a subsidiary information area, into which the subsid- 
iary information is embedded, undergo conditional color 55 
matching with signal components of the print signal corre- 
sponding to a non-subsidiary information area. 

18. A recording medium as denned in claim 17 wherein 
the print signal is composed of C, M, Y, and K four color 
signals, and 60 

the procedure for embedding the subsidiary information 
into the print signal is a procedure for altering values of 
at least the K signal, which is among said four color 
signals, such that the signal components of the print 
signal corresponding to said subsidiary information 65 
area, into which the subsidiary information is 
embedded, undergo the conditional color matching 



818 Bl 

16 

with the signal components of the print signal corre- 
sponding to said non-subsidiary information area. 

19. A method to print an embedded pattern in an image, 
comprising: 

a) scanning said image to generate an original image 
signal; 

b) generating a pattern signal representing said pattern to 
be embedded; 

c) embedding said pattern signal to said original image 
signal to generate a final image signal such that a 
pattern area into which said pattern signal is embedded 
is conditionally color matched with a non-pattern area 
in said final image signal, wherein said conditionally 
matched colors appear to be identical under a normal 
illumination, but appear to be different under a special 
illumination; and 

d) printing according to said final image signal. 

20. The method of claim 19, wherein said step c) com- 
prises: 

cl) generating a first transformation image signal via a 
first transformation of said original image signal cor- 
responding to said pattern area; 

c2) generating a second transformation image signal via a 
second transformation of said original image signal 
corresponding to said non-pattern area; and 

c3) combining said first and second image signals to 
generate said final image signal. 

21. The method of claim 20, wherein said first transfor- 
mation is accomplished through a first look-up table and said 
second transformation is accomplished through a second 
look-up table. 

22. The method of claim 21, further comprising: 

c4) generating values of said first and second lookup table 
based on values of said original image signal. 

23. The method of claim 19, wherein said original image 
signal is composed of R, G, and B components. 

24. The method of claim 19, wherein said final image 
signal is composed of C, M, Y, and K components. 

25. The method of claim 24, wherein values of said K 
component are altered to conditionally color match said 
pattern and non-pattern areas of said final image signal. 

26. The method of claim 19, wherein said pattern may be 
one of a binary stream and a multi-valued stream. 

27. The method of claim 19, wherein said final image 
signal is composed of C, M, Y, K, 0, and G components. 

28. An apparatus to print an embedded pattern in an 
image, comprising: 

a scanner scanning said image to generate an original 
image signal; 

a pattern signal generator generating a pattern signal 
representing said pattern to be embedded; 

a pattern embedder embedding said pattern signal to said 
original image signal to generate a final image signal 
such that a pattern area into which said pattern signal is 
embedded is conditionally color matched with a non- 
pattern area in said final image signal, wherein said 
conditionally matched colors appear to be identical 
under a normal illumination, but appear to be different 
under a special illumination; and 

a printer printing according to said final image signal. 

29. The apparatus of claim 28, further comprising: 

a first transformer generating a first transformation image 
signal via a first transformation of said original image 
signal corresponding to said pattern area; 

a second transformer generating a second transformation 
image signal via a second transformation of said origi- 
nal image signal corresponding to said non-pattern 
area; and 



06/28/2004, EAST Version: 1.4.1 



US 6,239,818 Bl 



17 



18 



25 



a combining means combining said first and second image 
signals to generate said final image signal. 

30. The apparatus of claim 29, wherein said first trans- 
former is a first look-up table and said second transformer is 

a second look-up table. 5 

31. The apparatus of claim 30, further comprising: 

a look-up table generator generating values of said first 
and second look up table based on values of said 
original image signal. 

32. The apparatus of claim 28, wherein said original 10 
image signal is composed of R, G, and B components. 

33. The apparatus of claim 28, wherein said final image 
signal is composed of C, M, Y, and K components. 

34. The apparatus of claim 33, wherein values of said K 
component are altered to conditionally color match said 15 
pattern and non-pattern areas of said final image signal. 

35. The apparatus of claim 28, wherein said pattern may 
be one of a binary stream and a multi-valued stream. 

36. The apparatus of claim 28, wherein said final image 
signal is composed of C, M, Y, K, 0, and G components. 20 

37. A method to print a deep-encrypted subsidiary infor- 
mation in an image, comprising: 

a) scanning said image to generate an original image 
signal; 

b) generating and deep-encrypting a subsidiary informa 
tion signal; 

c) electronically watermarking said deep-encrypted sub- 
sidiary information into said original image signal to 
generate a first intermediate image signal such that said 30 
subsidiary information appears as noise if said inter- 
mediate image signal is printed; 

d) separating said first intermediate image signal into said 
deep-encrypted subsidiary information and a second 
intermediate image signal, said second intermediate 35 
image signal containing none of said deep-encrypted 
subsidiary information; 

e) embedding said separated deep -encrypted subsidiary 
information signal to said second intermediate image 
signal to generate a final image signal such that a 40 
subsidiary information area into which said subsidiary 
information signal is embedded is conditionally color 
matched with a non-subsidiary information area in said 
final image signal, wherein said conditionally matched 
colors appear to be identical under a normal 45 
illumination, but appear to be different under a special 
illumination; and 

f) printing according to said final image signal. 

38. The method of claim 37, wherein said step e) com- 
prises: 

el) generating a first transformation image signal via a 
first transformation of said original image signal cor- 
responding to said pattern area; 

e2) generating a second transformation image signal via a 55 
second transformation of said original image signal 
corresponding to said non-pattern area; and 

e3) combining said first and second image signals to 
generate said final image signal. 

39. The method of claim 38, wherein said first transfer- 50 
ma tion is accomplished through a first look-up table and said 
second transformation is accomplished through a second 
look-up table. 

40. The method of claim 39, further comprising: 

c4) generating values of said first and second look up table 65 
based on values of said second intermediate image 
signal. 
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41. The method of claim 37, wherein said original image 
signal is composed of R, G, and B components. 

42. The method of claim 37, wherein said final image 
signal is composed of C, M, Y, and K components. 

43. The method of claim 42, wherein values of said K 
component are altered to conditionally color match said 
subsidiary information and non- subsidiary information areas 
of said final image signal, 

44. The method of claim 37, wherein said final image 
signal is composed of C, M, Y, K, O, and G components. 

45. An apparatus to print a deep-encrypted subsidiary 
information in an image, comprising: 

a scanner scanning said image to generate an original 
image signal; 

a subsidiary info generator generating a subsidiary infor- 
mation signal; 

an encryptor deep -encrypting said subsidiary information 
signal; 

a subsidiary information embedder electronically water- 
marking said deep -encrypted subsidiary information 
into said original image signal to generate a first 
intermediate image signal such that said subsidiary 
information appears as noise if said intermediate image 
signal is printed; 

a subsidiary information separator separating said first 
intermediate image signal into said deep-encrypted 
subsidiary information and a second intermediate 
image signal, said second intermediate image signal 
containing none of said deep-encrypted subsidiary 
information; 

a pattern embedder embedding said separated deep- 
encrypted subsidiary information signal to said second 
intermediate image signal to generate a final image 
signal such that a subsidiary information area into 
which said subsidiary information signal is embedded 
is conditionally color matched with a non-subsidiary 
information area in said final image signal, wherein 
said conditionally matched colors appear to be identical 
under a normal illumination, but appear to be different 
under a special illumination; and 

a printer printing according to said final image signal. 

46. The apparatus of claim 45, further comprising: 

a first transformer generating a first transformation image 
signal via a first transformation of said original image 
signal corresponding to said pattern area; 

a second transformer generating a second transformation 
image signal via a second transformation of said origi- 
nal image signal corresponding to said non-pattern 
area; and 

a combining means combining said first and second image 
signals to generate said final image signal. 

47. The apparatus of claim 46, wherein said first trans- 
former is a first look-up table and said second transformer is 
a second look-up table. 

48. The apparatus of claim 47, further comprising: 

a look-up generator generating values of said first and 
second look up table based on values of said second 
intermediate image signal. 

49. The apparatus of claim 45, wherein said original 
image signal is composed of R, G, and B components. 

50. The apparatus of claim 45, wherein said final image 
signal is composed of C, M, Y, and K components. 

51. The apparatus of claim 50, wherein values of said K 
component are altered to conditionally color match said 
subsidiary information and non-subsidiary information areas 
of said final image signal. 
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52. The method of claim 45, wherein said final image 
signal is composed of C, M, Y, K, O, and G components. 

53. A recording medium on which a program to execute 
a printing method has been recorded and which a computer 

is capable of reading and executing the program, wherein 5 
said printing method includes: 

a) scanning said image to generate an original image 
signal; 

b) generating a pattern signal representing said pattern to 

be embedded; 10 

c) embedding said pattern signal to said original image 
signal to generate a final image signal such that a 
pattern area into which said pattern signal is embedded 

is conditionally color matched with a non-pattern area 15 
in said final image signal, wherein said conditionally 
matched colors appear to be identical under a normal 
illumination, but appear to be different under a special 
illumination; and 

d) printing according to said final image signal. 2 o 

54. A recording medium on which a program to execute 
a printing method has been recorded and which a computer 
is capable of reading and executing the program, wherein 
said printing method includes: 

a) scanning said image to generate an original image 25 
signal; 
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b) generating and deep-encrypting a subsidiary informa- 
tion signal; 

c) electronically watermarking said deep-encrypted sub- 
sidiary information into said original image signal to 
generate a first intermediate image signal such that said 
subsidiary information appears as noise if said inter- 
mediate image signal is printed; 

d) separating said first intermediate image signal into said 
deep-encrypted subsidiary information and a second 
intermediate image signal, said second intermediate 
image signal containing none of said deep-encrypted 
subsidiary information; 

e) embedding said separated deep-encrypted subsidiary 
information signal to said second intermediate image 
signal to generate a final image signal such that a 
subsidiary information area into which said subsidiary 
information signal is embedded is conditionally color 
matched with a non-subsidiary information area in said 
final image signal, wherein said conditionally matched 
colors appear to be identical under a normal 
illumination, but appear to be different under a special 
illumination; and 

f) printing according to said final image signal. 

♦ * * + * 
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